
Domain 2: Implement a secure environment
for a database service
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Configure database authentication and
authorization

1. Introduction

https://learn.microsoft.com/en-us/training/modules/configure-database-authentication-authorization/1-introduc
tion

Introduction

Completed

Azure SQL offerings provide several authentication and authorization options that differ from those
in SQL Server. This is because Azure SQL Database and Azure SQL Managed Instance rely on
Microsoft Entra ID instead of Windows Server Active Directory.

You'll explore the best practices for granting permissions and the various permissions available within
a database. It also delves into the concept of least privilege. While built-in roles in SQL Server and
other database engines offer broad security privileges, many applications require more granular
security on database objects.

Learning objectives

In this module you'll learn about:

Explain authentication options for Azure SQL offerings
Describe security principals
Explain object permissions
Identify authentication and authorization failures

2. Describe authentication and identities
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https://learn.microsoft.com/en-us/training/modules/configure-database-authentication-authorization/3-describe
-authentication-identities

Describe authentication and identities

Completed

Both on-premises SQL Server and SQL Server in Azure VMs support SQL Server authentication and
Windows Authentication. SQL Server authentication stores login details within SQL Server, while
Windows Authentication uses Microsoft Entra ID (formerly Active Directory) accounts.

Microsoft Entra ID authentication is more secure and simplifies user management. If a user leaves,
only the Microsoft Entra ID account needs to be locked.

Azure SQL Database also supports SQL Server authentication and Microsoft Entra authentication.
Microsoft Entra authentication uses the same credentials for other resources like the Azure portal or
Microsoft 365.

Microsoft Entra ID can sync with on-premises Active Directory, providing consistent credentials for
both environments. It also supports multifactor authentication (MFA) for added security. MFA options
include push notifications via the Microsoft Authenticator app, text messages, or access codes. Users
with MFA must use the Universal Authentication with MFA option in SQL Server Management Studio.

You can set SQL admin permissions on an Azure SQL Database using the Azure portal.

It's a best practice to make this account a Microsoft Entra group, so access isn't dependent on a
single login. The Microsoft Entra admin account grants special permissions and allows the account or
group that holds that permission to have sysadmin  like access to the server and all of the databases
within the server. The admin account is only set using Azure Resource Manager and not at the
database level. In order to change the account or group, you have to use the Azure portal,
PowerShell, or Azure CLI.
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Role-based access control (RBAC)

All Azure types of operations for Azure SQL Database are controlled through role-based access
control (RBAC). RBAC is currently decoupled from Azure SQL security, but you can think of it as
security rights outside of your database in SQL Database, with a scope that includes subscription,
resource group, and resource. The rights apply to operations in the Azure portal, the Azure CLI, and
Azure PowerShell. RBAC allows for separation of duties between deployment, management, and
usage.

Built-in roles are available to reduce the need for higher-level RBAC roles, such as Owner or
Contributor. Effectively, you can use these roles to have certain individuals deploy Azure SQL
resources (or manage security policies) but grant other users actual access to use or manage the
database. For example, a SQL Server Contributor could deploy a server and assign a user to be the
admin of the server and databases. The built-in roles for Azure SQL Database include:

SQL DB Contributor: Can create and manage databases but can't access the database (for
example, can't connect and read data)
SQL Security Manager: Can manage security policies for databases and instances (such as
auditing) but can't access them
SQL Server Contributor: Can manage servers and databases but can't access them.

3. Describe Security Principals

https://learn.microsoft.com/en-us/training/modules/configure-database-authentication-authorization/4-describe
-security-principals

Describe Security Principals

Completed

Security principals are entities that can request SQL Server resources and to which you can (usually)
grant permissions. There are several sets of security principals in SQL Server. Security principals exist
at either the server level or the database level and can be either individuals or collections. Some sets
have a membership controlled by the SQL Server administrators, and some have a fixed membership.

Note

New logins can be added by administrators on Azure SQL Database, but new server roles can't
be created.
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Schemas and securables

Before we look at the details of security principals, we need to understand the concepts of securables
and schemas. SQL Server and Azure SQL Database have three scopes for securables. Securables are
the resources within the database to which the authorization system manages access. For example, a
table is a securable. To simplify access control, SQL Server contains securables in nested hierarchies
called scopes. The three securable scopes are the server, the database, and the schema. A schema is
a collection of objects within your database, which allows objects to be grouped into separate
namespaces.

Every user has a default schema. If a user tries to access an object without specifying a schema name,
as in: SELECT name FROM customers , it's assumed the object is in the user’s default schema. If
there's no such object in the default schema, SQL Server checks to see if the object is in the
predefined dbo schema. If there's no object of the specified name in either the user’s default schema,
or in the dbo schema, the user receives an error message. It's a best practice to specify the schema
name when accessing objects, so the previous select would be something like: SELECT name FROM
SalesSchema.customers . If a user hasn't been given a default schema, their default schema is set to
dbo.

By default, if no schema is specified when a user creates an object, SQL Server attempts to create it in
the user’s default schema. If the user hasn't been granted permission to create objects in their default
schema, the object can't be created.

Logins and users

No matter the mode of authentication that is used, a login name used to access your SQL database is
set up as a login within the instance. Those logins are set up at the instance level of SQL Server and
stored in the master database. However, you can configure contained users, which are added at the
database level. These users can be configured as SQL Server Authentication users and either
Windows Authentication users or Microsoft Entra users (depending on which platform you're using).
In order to create these users, the database must be configured for partial containment, which is
configured by default in Azure SQL Database, and optionally configurable in SQL Server.

These users only have access to the database that the user is set up with. For the purposes of Azure
SQL Database, it's a best practice to create users at the scope of the user database, and not in the
master database.

CREATE USER [dba@contoso.com] FROM EXTERNAL PROVIDER;

GO

The CREATE USER  statement is executed in the context of the user database. In the example, the
user is a Microsoft Entra user as indicated with the FROM EXTERNAL PROVIDER  syntax.

If logins are created at the instance level in SQL Server, a user should then be created within the
database, which maps the user to the server-based login as shown in the following example.
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USE [master]

GO

CREATE LOGIN demo WITH PASSWORD = 'Pa55.w.rd'

GO

USE [WideWorldImporters]

GO

CREATE USER demo FROM LOGIN demo

GO

The login is first created in the master database, and then in the WideWorldImporters database a
user is created to map to that login. Logins are used to access the SQL Server or the Azure SQL
Database, but to do any work within a database, the login must be mapped to a username. The
username is used for all authorization.

Logins and usernames are the most important security principals you need to be aware of, but the
next sections describe some of the other concepts and terms when dealing with authorization.

Database roles

As you can imagine, database security can get complicated for applications with many users. In order
to make it easier for both administrators and auditors, most database applications use role-based
security. Roles are effectively security groups that share a common set of permissions. Combining
permissions into a role allows a set of roles to be created for a given application. Some examples of
roles would be administrators who had full access to all of the databases and servers, reporting users
who only read the database, and an application account that had access to write data into the
database. The roles can be defined when the application is designed, and then users can be assigned
to those roles as they need access to the database. Role-based access control is a common
architecture across computer systems and is how authorization is managed in Azure Resource
Manager.

SQL Server and Azure SQL Database both include built-in roles that are defined by Microsoft, and
also provide the option to create custom roles. Custom roles can be created at the server or database
level. However, server roles can't be granted access to objects within a database directly. Server roles
are only available in SQL Server and Azure SQL Managed Instance, not in Azure SQL Database.

Within a database, permissions can be granted to the users that exist within the database. If multiple
users all need the same permissions, you can create a database role within the database and grant
the needed permissions to this role. Users can be added as members of the database role. The
member of the database role inherits the permissions of the database role.

CREATE USER [DP300User1] WITH PASSWORD = 'Pa55.w.rd'

GO

CREATE USER [DP300User2] WITH PASSWORD = 'Pa55.w.rd'

GO
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CREATE ROLE [SalesReader]

GO

ALTER ROLE [SalesReader] ADD MEMBER [DP300User1]

GO

ALTER ROLE [SalesReader] ADD MEMBER [DP300User2]

GO

GRANT SELECT, EXECUTE ON SCHEMA::Sales TO [SalesReader]

GO

In the above example, you can see that two users are created, and then a role called SalesReader is
created. The two new users are added to the newly created role, and then finally the role is granted
SELECT  and EXECUTE  permissions on the Sales schema. Any user who is in that role can select from

any object in the Sales schema, and execute any stored procedure in the schema.

Application roles

Application roles can also be created within a SQL Server database or Azure SQL Database. Unlike
database roles, users aren't made members of an application role. An application role is activated by
the user, by supplying the preconfigured password for the application role. Once the role is activated
the permissions that are applied to the application role are applied to the user until that role is
deactivated.

Built-in database roles

Microsoft SQL Server contains several fixed database roles within each database for which the
permissions are predefined. Users can be added as members of one or more roles. These roles give
their members a predefined set of permissions. These roles work the same within Azure SQL
Database and SQL Server.

Database role Definition

db_accessadmin Allows users to create other users within the database. This role doesn't grant access
to the schema of any of the tables, nor does it grant access to the data within the
database.

db_backupoperator Allows users to back up a database in a SQL Server or SQL Managed Instance. The
role db_backupoperator doesn't confer any permissions in an Azure SQL Database.

db_datareader Allows users to read from every table and view within the database.

db_datawriter Allows users to INSERT , UPDATE , and DELETE  data from every table and view
within the database.

db_ddladmin Allows users to create or modify objects within the database. Members of this role
can change the definition of any object, of any type, but members of this role aren't
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Database role Definition

granted access to read or write any data within the databases.

db_denydatareader Users who need to be prevented from reading data from any object in the database,
when those users have been granted rights through other roles or directly.

db_denydatawriter Users who need to be prevented from writing data to any object in the database,
when those users have been granted rights through other roles or directly.

db_securityadmin Users who need to be able to grant access to other users within the database.
Members of this role aren't granted access to the data within the database; however
members of this role can grant themselves access to the tables within the database.
Membership in this database role should be limited to only trusted users.

db_owner Users who need administrative access to the database. Members of this role can
perform any action within the database by default. However, unlike the actual
database owner, who has the user name dbo, users in the db_owner  role can be
blocked from accessing data by placing them in other database roles, such as
db_denydatareader , or by denying them access to objects. Membership in this

database role should be limited to only trusted users.

All users within a database are automatically members of the public  role. By default, this role has
no permissions granted to it. Permissions can be granted to the public role, but you should consider
carefully whether that is really something you want to do. Granting permissions to the public role
would grant these permissions to any user, including the guest account, if the guest account was
enabled.

The built-in database roles do meet the needs of many applications; however with applications that
require more granular security (for example, when you only want to grant access to a specific subset
of tables) a custom role is often a better choice.

Note

By default, users in roles like db_owner can always see all of the data in the database.
Applications can take advantage of encryption options like Always Encrypted to protect
sensitive data from privileged users.

For Azure SQL Database, there are a few nuances. You can have logins that exist in the virtual
master  database, database users, and even contained database users for Microsoft Entra accounts

(recommended). Although the server admin for Azure SQL Database essentially has sysadmin
rights, you can create more limited admins by using server or database level roles. Two database
level roles are available for SQL Database that only exist in the virtual master  database:

Database
Role

Definition

loginmanager Allows members to create logins for the database server. This role is the equivalent of the
dbcreator  fixed server role in an on-premises Microsoft SQL Server.
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Database
Role

Definition

dbmanager Allows members to create and delete databases for the database server. This role is the
equivalent of the securityadmin  fixed server role in an on-premises Microsoft SQL
Server.

Fixed server-level roles

In addition to database roles, SQL Server and Azure SQL Managed Instance both provide several
fixed server-level roles. These roles assign permissions at the scope of the entire server. Server-level
principals, which include SQL Server logins, Windows accounts, and Windows group can be added
into fixed server-level roles. The permissions for fixed server-level roles are predefined, and no new
server roles can be added.

Fixed server-
level role

Definition

sysadmin Allows its members to perform any activity on the server.

serveradmin Allows its members to change server-wide configuration settings (for example Max
Server Memory) and can shut down the server.

securityadmin Allows its members to manage logins and their properties (for example, changing the
password of a login). The members can also grant and revoke server and database level
permissions. This role should be treated as being equivalent to the sysadmin role.

processadmin Allows its members to kill processes running inside of SQL Server.

setupadmin Allows its members to add and remove linked servers using T-SQL.

bulkadmin Allows its members to run the BULK INSERT  T-SQL statement.

diskadmin Allows its members to have the ability to manage backup devices in SQL Server.

dbcreator Allows its members to create, restore, alter, and drop any database.

public Every SQL Server login belongs to the public user role. Unlike the other fixed server
roles, permissions can be granted, denied, or revoked from the public role.

Here's a list of server-level roles in Azure SQL Database:

##MS_DatabaseConnector##
##MS_DatabaseManager##
##MS_DefinitionReader##
##MS_LoginManager##
##MS_SecurityDefinitionReader##
##MS_ServerStateReader##
##MS_ServerStateManager##
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4. Describe database and object permissions

https://learn.microsoft.com/en-us/training/modules/configure-database-authentication-authorization/5-describe
-database-object-permissions

Describe database and object permissions

Completed

All Relational Database Management platforms have four basic permissions, which control data
manipulation language (DML) operations. These permissions are SELECT , INSERT , UPDATE , and
DELETE , and they apply to all SQL Server platforms. All of these permissions can be granted,

revoked, or denied on tables and views. If a permission is granted using the GRANT  statement, then
the permission is given to the user or role referenced in the GRANT  statement. Users can also be
denied permissions using the DENY  command. If a user is granted a permission and denied the same
permission, the DENY  always supersedes the grant, and the user will be denied access to the specific
object.

In the example, the user Demo is granted SELECT  and then denied SELECT  permissions on the
dbo.Company table. When the user tries to execute a query that selects from the dbo.Company table,
the user receives an error that SELECT  permission was denied.

Table and view permissions

Tables and views represent the objects on which permissions can be granted within a database.
Within those tables and views, you can additionally restrict the columns that are accessible to a given
security principal (user or login). SQL Server and Azure SQL Database also include row-level security,
which can be used to further restrict access.
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Permission Definition

SELECT Allows the user to view the data within the object (table or view). When denied, the user is
prevented from viewing the data within the object.

INSERT Allows the user to insert data into the object. When denied, the user is prevented from
inserting data into the object.

UPDATE Allows the user the update data within the object. When denied, the user is prevented from
updating data in the object.

DELETE Allows the user to delete data within the object. When denied, the user is prevented from
deleting data from the object.

Azure SQL Database and Microsoft SQL Server have other permissions, which can be granted,
revoked, or denied as needed.

Permission Definition

CONTROL Grants all rights to the objects. It allows the user who has this permission to perform
any action they wish against the object, including deleting the object.

REFERENCES Grants the user the ability to view the foreign keys on the object.

TAKE OWNERSHIP Allows the user the ability to take ownership of the object.

VIEW CHANGE

TRACKING

Allows the user to view the change tracking setting for the object.

VIEW DEFINITION Allows the user to view the definition of the object.

Function and stored procedure permissions

Like tables and views, functions and stored procedures have several permissions, which can be
granted or denied.

Permission Definition

ALTER Grants the user the ability to change the definition of the object.

CONTROL Grants the user all rights to the object.

EXECUTE Grants the user the ability to execute the object.

VIEW CHANGE TRACKING Allows the user to view the change tracking setting for the object.

VIEW DEFINITION Allows the user to view the definition of the object.

EXECUTE AS
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The EXECUTE AS [user name] , or EXECUTE AS [login name]  (only available in SQL Server and
Azure SQL Managed Instance) commands allow for the user context to be changed. As subsequent
commands and statements are executed using the new context with the permissions granted to that
context.

If a user has a permission and the user no longer needs to have that permission, permissions can be
removed (either grants or denies) using the REVOKE command. The revoke command removes any
GRANT  or DENY  permissions for the right specified to the user specified.

Ownership Chains

A concept called chaining applies to permissions, which allow users to inherit permissions from other
objects. The most common example of chaining is a function or stored procedure that accesses a
table during its execution. If the procedure has the same owner as the table, the stored procedure is
able to be executed and access the table, even though the user doesn't have rights to access the
table directly. This access is available because the user inherits the rights to access the table from the
stored procedure, but only during the execution of the stored procedure, and only within the context
of the stored procedures execution.

In the example, run as a database owner or server administrator, a new user is created and added as
a member of a new SalesReader role, which is then granted permission to select from any object and
execute any procedure in the Sales schema. A stored procedure is then created in the Sales schema
that accesses a table in the Production schema.

The example then changes content to be the new user and an attempt is made to select directly from
the table in the Production schema.

USE AdventureWorks2016;

GO

CREATE USER [DP300User1] WITH PASSWORD = 'Pa55.w.rd';

GO

CREATE ROLE [SalesReader];

GO

ALTER ROLE [SalesReader] ADD MEMBER [DP300User1];

GO

GRANT SELECT, EXECUTE ON SCHEMA::Sales TO [SalesReader];

GO

CREATE OR ALTER PROCEDURE Sales.DemoProc

AS

SELECT P.Name, 

    SUM(SOD.LineTotal) AS TotalSales,

    SOH.OrderDate 

FROM Production.Product P

    INNER JOIN Sales.SalesOrderDetail SOD ON (SOD.ProductID = P.ProductID)

    INNER JOIN Sales.SalesOrderHeader SOH ON (SOH.SalesOrderID = SOD.SalesOrderID)
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GROUP BY P.Name, 

    SOH.OrderDate

ORDER BY TotalSales DESC;

GO

EXECUTE AS USER = 'DP300User1';

SELECT P.Name, 

    SUM(SOD.LineTotal) AS TotalSales,

    SOH.OrderDate 

FROM Production.Product P

    INNER JOIN Sales.SalesOrderDetail SOD ON (SOD.ProductID = P.ProductID)

    INNER JOIN Sales.SalesOrderHeader SOH ON (SOH.SalesOrderID = SOD.SalesOrderID)

GROUP BY P.Name, 

    SOH.OrderDate

ORDER BY TotalSales DESC;

The query results in an error that the user DP300User1 doesn't have SELECT  permission, because
the role that the user belongs to doesn't have any privileges in the Production schema. Now we can
try to execute the stored procedure:

EXECUTE AS USER = 'DP300User1';

EXECUTE Sales.DemoProc;

The DP300User1 user has EXECUTE  permission on the stored procedure in the Sales schema,
because the user's role has EXECUTE  permission on the Sales schema. Because the table has the
same owner as the procedure, we have an unbroken ownership chain, and the execution will succeed
and results are returned.

Permission changes don't apply when dynamic SQL is being used within stored procedures. The
reason that dynamic SQL breaks the permission chain is because the dynamic SQL is executed
outside of the context of the calling stored procedure. You can see this behavior by changing the
stored procedure to execute using dynamic SQL as follows.

CREATE OR ALTER PROCEDURE Sales.DemoProc

AS

DECLARE @sqlstring NVARCHAR(MAX)

SET @sqlstring = '

SELECT P.Name, 

    SUM(SOD.LineTotal) AS TotalSales, 

    SOH.OrderDate 

FROM Production.Product P

    INNER JOIN Sales.SalesOrderDetail SOD ON (SOD.ProductID = P.ProductID)

    INNER JOIN Sales.SalesOrderHeader SOH ON (SOH.SalesOrderID = SOD.SalesOrderID)

GROUP BY P.Name, SOH.OrderDate'

EXECUTE sp_executesql @sqlstring

GO
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--

EXECUTE AS USER = 'DP300User1'

EXECUTE Sales.DemoProc

The DP300User1 user receives an error that the user doesn't have SELECT  permission on the
Production.Product table, just like the user tried to execute the query directly. Permission chains don't
apply and the user account that is executing the dynamic SQL must have rights to the tables and
views that are being used by the code within the dynamic SQL.

Principle of least privilege

The principle of least privilege is fairly simple. The basic idea behind the concept is that users and
applications should only be given the permissions needed in order for them to complete the task.
Applications should only have permissions that they need to do in order to complete the task at
hand.

As an example, if an application accesses all data through stored procedures, then the application
should only have the permission to execute the stored procedures, with no access to the tables.

Dynamic SQL

Dynamic SQL is a concept where a query is built programmatically. Dynamic SQL allows T-SQL
statements to be generated within a stored procedure or a query itself.

SELECT 'BACKUP DATABASE ' + name + ' TO DISK =''\\backup\sql1\' + name + '.bak'''

FROM sys.databases

The statement generates a list of T-SQL statements to back up all of the database on the server.
Typically, this generated T-SQL is executed using sp_executesql  or passed to another program to
execute.

5. Identify authentication and authorization failures

https://learn.microsoft.com/en-us/training/modules/configure-database-authentication-authorization/6-identify-
authentication-and-authorization

Identify authentication and authorization
failures
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Completed

A connection failure can result from reconfiguration, firewall settings, connection timeouts, or
incorrect login information. Furthermore, if some Azure SQL Database or SQL Managed Instance
resources are over capacity, you won't be able to connect.

Transient fault

When heavy workloads increase in the SQL Database service, the Azure infrastructure is able to
dynamically reconfigure servers, and the client application may lose connection to the database
during this operation.

Transient faults occur during database reconfiguration of a planned event or an unplanned event.
These events are brief and shouldn't take longer than 60 seconds to complete.

Here's a list of a few transient errors that applications may receive when connecting to Azure SQL
Database:

Can't open database "%.*ls" requested by the login. The login failed.
Can't process request. Not enough resources to process request.
Can't process request. Too many operations in progress for subscription "%ld".

Note

For a complete list of transient errors, see Troubleshooting connectivity issues and other errors
with Azure SQL Database and Azure SQL Managed Instance.

How to monitor transient connectivity errors

Error Action

Login failures Look for any outages during the time when the application reported the errors at
Microsoft Azure Service Dashboard.

Database reaches
resource limits

Monitor your database's compute and storage resources carefully, and take
action when it reaches its resource limits to prevent transient failures.

Extended
authentication
failures

File an Azure support request through the Azure portal if your application
encounters connectivity error for longer than 60 seconds or if it occurs more than
once in a given day.

Retry logic

Application developers should anticipate periodic transient failures when integrating with cloud
services, like Azure SQL Database, and implement a retry logic instead of displaying application
errors to users. It's important to set a maximum number of retries before the program terminates.

15 / 88



We recommend waiting for 5 seconds at a minimum on your first retry. Each subsequential retry
should increase the delay exponentially, up to a maximum of 60 seconds.

Note

If a SELECT  statement fails with a transient error in SQL Database or SQL Managed Instance,
avoid directly retrying it. Instead, retry the SELECT  statement using a new connection.

Unable to log in to the server

When the error Login failed for user '< User name >' happens, the service administrator can follow
the following steps:

1. Check if the login is disabled by using the sys.sql_logins  catalog view.
2. If the login is disabled, run ALTER LOGIN <User name> ENABLE;  to enable it.
3. If the login doesn't exist, create it using the CREATE LOGIN  statement.
4. Connect to the database you want to grant the user access to, and run the CREATE USER

statement.
5. Either assign the user a role using the ALTER ROLE  command, or grant the user access to one

or more database objects using the GRANT  command.

Connection string

When you receive connectivity errors, it's a good practice to make sure your connection string is
working properly. This is mostly important when provisioning a new database, or after making
infrastructure changes to a database service.

The Azure portal allows you to retrieve the connection string you need to interact with Azure SQL
Database.

1. From the Azure portal, select All services, and then SQL databases. Filter and select your
database.

2. On the blade for your database, select Connection strings.
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3. Copy and edit the connection string by including your password, or replacing the server name
as needed.

4. Reference the connection string updated in the client application.

To learn more about connectivity errors for Azure SQL Database and Azure SQL Managed Instance,
see Troubleshooting connectivity issues and other errors with Azure SQL Database and Azure SQL
Managed Instance.

6. Exercise: Authorize Access to Azure SQL Database with
Microsoft Entra ID

https://learn.microsoft.com/en-us/training/modules/configure-database-authentication-authorization/7-exercise-
authorize-access-sql-database-azure-active-directory

Exercise: Authorize Access to Azure SQL
Database with Microsoft Entra ID

Completed

Now it's your chance to configure database authentication and authorization.

In this exercise, you’ll learn how to authorize access to Azure SQL Database with Microsoft Entra.

Note

To complete this exercise, you'll need an Azure subscription.

Launch the exercise and follow the instructions.

7. Module assessment
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https://learn.microsoft.com/en-us/training/modules/configure-database-authentication-authorization/8-knowled
ge-check

Module assessment

Completed

8. Summary

https://learn.microsoft.com/en-us/training/modules/configure-database-authentication-authorization/9-summar
y

Summary

Completed

Azure SQL offerings provide several authentication and authorization options that differ from those
in SQL Server. This is because Azure SQL Database and Azure SQL Managed Instance rely on
Microsoft Entra ID instead of Windows Server Active Directory.

This module explores best practices for granting permissions and the various permissions available
within a database. It also delves into the concept of least privilege. While built-in roles in SQL Server
and other database engines offer broad security privileges, many applications require more granular
security on database objects.

Now that you've reviewed this module, you should be able to:

Explain authentication options for Azure SQL offerings
Describe security principals
Explain object permissions
Identify authentication and authorization failures
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Protect data in-transit and at rest

1. Introduction

https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/1-introduction

Introduction

Completed

Explore the encryption options available within Microsoft SQL Server, Azure SQL Database, and Azure
SQL Managed Instance. Each of the various platforms supports different database encryption
options. Students explore these data encryption options and how to configure them.

Consider the following three scenarios when evaluating data encryption methods.

Scenario Definition

Data at rest Encrypting it while it's on file storage.

Data in transit Encrypting it while it travels through private or public network communication channels.

Data in use Encrypting it while it's in RAM or CPU caches.

2. Explore Transparent Data Encryption

https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/2-explore-transparent-data-encrypt
ion

Explore Transparent Data Encryption

Completed

Microsoft SQL Server’s Transparent Data Encryption (TDE) encrypts all data within a target database
at the page level. Data is encrypted as it's written to the data page on disk and decrypted when read
into memory, resulting in all data pages on disk being encrypted.
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TDE doesn't encrypt data at the table or column level. Anyone with the appropriate permissions can
read, copy, and share the data. Encryption at rest protects against restoring a backup to an
unsecured server or copying database and transaction log files to another unsecured server. No
decryption occurs during the backup operation.

TDE protects data at rest and complies with various industry laws, regulations, and guidelines. It
allows software developers to encrypt data using AES and 3DES encryption algorithms without
changing existing applications.

Databases created in Azure SQL Database after May 2017 have TDE enabled automatically. Databases
created before May 2017 need TDE to be manually enabled. For Azure SQL Managed Instance, TDE is
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enabled by default for databases created after February 2019. Databases created before February
2019 need TDE to be manually enabled.

To enable TDE in an Azure SQL Database, edit the database in the Azure portal. From the
Transparent data encryption pane, select to enable data encryption.

By default, databases in Azure SQL Database are encrypted using a Microsoft-provided certificate
(service-managed key). Azure also offers a Bring Your Own Key (BYOK) option, allowing you to use a
customer-managed key created by your company and uploaded to Azure Key Vault. If the customer-
managed key is removed from Azure, database connections are closed, and access to the database
are denied.

Enabling TDE within a Microsoft SQL Server database is an easy process as only a few T-SQL
commands are required. This process involves the following steps:

1. Set a master key within the master database using the CREATE MASTER KEY ENCRYPTION
command.

2. Create a certificate in the master database using the CREATE CERTIFICATE  command.
3. Create a database encryption key within the database using the CREATE DATABASE
ENCRYPTION KEY  command.

4. Enable the encryption key using the ALTER DATABASE  command.

USE master;

GO

CREATE MASTER KEY ENCRYPTION BY PASSWORD = '<your-pwd>';

GO

CREATE CERTIFICATE MyServerCert

    WITH SUBJECT = 'TDEDemo_Certificate';

GO

USE [TDE_Demo];

GO

CREATE DATABASE ENCRYPTION KEY

    WITH ALGORITHM = AES_256 ENCRYPTION BY SERVER CERTIFICATE MyServerCert;

GO

ALTER DATABASE TDE_Demo SET ENCRYPTION ON;

GO
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Once TDE is enabled, it takes time to encrypt the database as each page must be read, encrypted,
and written back to disk. The larger the database, the longer this process takes. This background
process runs at a low priority to avoid overloading the system's I/O or CPU.

The certificate used by TDE must be manually backed up and stored securely. SQL Server integrates
with Enterprise Key Managers (EKMs) like Azure Key Vault to manage encryption keys. Managing the
certificate is crucial because if it's lost and the database needs to be restored from a backup, the
restore fails as the database can't be read.

Note

To use TDE with databases in an Always On Availability Group, the certificate used to encrypt the
database must be backed up and restored to the other servers within the Availability Group that
will be hosting copies of the database.

Customer-managed keys

You can alternately use BYOK and take advantage of an Azure key vault. The advantages of using
customer-managed keys are:

Full and granular control over usage and management of the TDE protector
Transparency of the TDE protector usage
Ability to implement separation of duties in the management of keys and data within the
organization
The key vault administrator can revoke key access permissions to make encrypted database
inaccessible
Central management of keys in AKV
Greater trust from your end customers because AKV is designed so that Microsoft can't see or
extract encryption keys

You can also take advantage of using a user-assigned managed identity (UMI) with customer-
managed keys for TDE, which:

Enables the ability to preauthorize key vault access for Azure SQL logical servers by creating a
user-assigned managed identity and granting it access to key vault, even before the server or
database are created.
Allows creation of an Azure SQL logical server with TDE and CMK enabled.
Enables the same user-assigned managed identity to be assigned to multiple servers,
eliminating the need to individually turn on system-assigned managed identity for each Azure
SQL logical server and providing it access to key vault.
Provides the capability to enforce CMK at server creation time with an available built-in Azure
policy.

Automatic key rotation are introduced for customer-managed keys using TDE. When enabled, the
server continuously checks the key vault for any new versions of the key being used as the TDE
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protector. If a new version of the key is detected, the TDE protector on the server is automatically
rotated to the latest key version within 60 minutes.

Azure disk encryption

In addition to these SQL Server security features, Azure VMs include an extra layer of security, Azure
Disk Encryption—a feature that helps protect and safeguard data and meet organization and
compliance commitments. If you're using TDE, your data is protected by multiple layers of encryption
with Azure Disk Encryption.

3. Configure server and database firewall rules

https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/3-configure-server-and-database-fi
rewall

Configure server and database firewall rules

Completed

Firewalls prevent unauthorized users from accessing protected resources. Each Azure SQL Database
maps to a public IP address hosted by Microsoft. In each Azure region, one or more public IP
addresses allow you to reach your database gateway, which then directs you to your database.

How firewall works

As shown in the following diagram, connection attempts coming from the internet and Azure must
go through the firewall before they reach your server or database.
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Azure provides built-in firewalls to limit access in order to protect your database and your data. In
Azure SQL Database there are two distinct sets of firewall rules: server-level firewall rules and
database-level firewall rules.

Server-level firewall rules

Both server and database level firewalls use IP Address rules instead of SQL Server Logins, and allow
all users at the same public IP Address to access the SQL Server. For most companies, this is their
outbound IP address.

Server-level firewalls are configured to allow users to connect to all databases on the server.
Database level firewalls are used to grant or block specific IP Addresses from accessing specific
databases.

Server level firewall rules can be configured using the Azure portal or using the
sp_set_firewall_rule  stored procedure from within the master database.

Note

The Allow Azure Services and resources to access this server server setting counts as a single
firewall rule when enabled.

Database-level firewall rules

Database-level firewall rules are configured through T-SQL only using the
sp_set_database_firewall_rule  stored procedure from within the user database.

Upon connection, Azure SQL Database first checks for a database-level firewall rule corresponding to
the database name specified in the connection string. If no such rule exists, the firewall then checks
the server-level IP firewall rules. Server-level IP firewall rules apply to all databases on the server. If a
matching rule is found at either level, the connection is established.

If neither exist and the user is connecting through SQL Server Management Studio, they'll be
prompted to create a firewall rule.
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Virtual network endpoints

Virtual network endpoints allow traffic from a specific Azure Virtual Network. These rules apply at the
server level, not just the database level.

Additionally, the service endpoint applies to only one region, which is the underlying endpoint’s
region.

Another important consideration is that the virtual network connecting to the Azure SQL Database
must have outbound access to the database's public IP address. This can be configured using service
tags for Azure SQL Database.

Private link

The Private Link feature allows you to connect to Azure SQL Database and other PaaS offerings using
a private endpoint.

A private endpoint allows for a connection to your Azure SQL Database to go entirely over the Azure
backbone network and not over the public internet.

This feature provides a private IP address on your Virtual Network. Another feature of private link is
that it allows for Azure Express Route connections through that circuit.
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Private link offers several benefits including cross-region private connectivity and protection against
data leakage by only allowing connections to specific resources.

4. Explain object encryption and secure enclaves

https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/4-explain-object-encryption-secure
-enclaves

Explain object encryption and secure
enclaves

Completed

In addition to supporting encryption at rest, SQL Server supports encrypting data within columns
using Always Encrypted. Once data is encrypted, the application accessing the database must have
the correct certificate in order to view the plain text values of the data.

Always Encrypted

Always Encrypted allows for the encryption of data within the client application, protecting sensitive
data from malware and high-privileged users, such as Database Administrators (DBAs), server
admins, cloud admins, or those who manage the data but should have no access. This encryption
happens automatically based on the settings within the Microsoft SQL Server database, which tell the
application what the encryption settings on the database column are.

The following table provides some scenarios for Always Encrypted usage:

Scenario Definition

Client and data
on-premises

For scenarios where you need to protect your on-premises database from high-
privileged users, for example, external vendors managing SQL Server.

Client on-
premises with
data in Azure

In this scenario, to ensure Microsoft cloud administrators have no access to the data,
Always Encrypted keys are stored in key store hosted on-premises, for SQL Database
or SQL Server running in a virtual machine on Microsoft Azure.

Client and Data in
Azure

In this scenario, the environment is fully hosted on Azure. While Always Encrypted
doesn't completely isolate data from cloud administrators, the customer still benefits
from the fact that the data is encrypted in the database.

Always Encrypted is based on a master encryption key and a column encryption key. Having both
keys allows each column to be encrypted using a different encryption key for maximum data
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protection. Always Encrypted has various key stores that can store the certificate used by encryption.

Here’s an example of enabling Always Encrypted. You can see that NationalIDNumber and BirthDate
columns are both in plain text.

The next few images show you how we can encrypt both of these columns using Always Encrypted.
The encryption could be done using T-SQL, but in this example, we use the wizard from SQL Server
Management Studio. You can reach the wizard by right-clicking on the table name in Object Explorer
as shown below.

When you select Encrypt Columns..., the wizard launches.
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Select Next to choose the columns you want to encrypt.
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There are two different types of encryption specified. The NationalIDNumber column is encrypted
with Deterministic encryption, and the BirthDate column is encrypted using Randomized
encryption.

Randomized encryption is more secure than deterministic encryption but comes with limitations.
Once a column is created, you can't change its encryption type. It's recommended to use randomized
encryption for columns with a few well-known distinct values that could be guessed by someone
with access to the encrypted data, such as a three-digit credit card verification code.

Always Encrypted with randomized encryption is limited because the same value is encrypted
differently each time. This means you can only return these columns in your results. In contrast,
deterministic encryption always encodes a value the same way, allowing for comparisons using
equality and inequality operators, as well as joins, grouping, and indexing.

Also, the wizard generates a column encryption key, which performs the data encryption. Each
encrypted column can have its own key, or you can use the same key for multiple columns.
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After identifying the columns you're encrypting, you can select Next and you'll see the Master Key
Configuration screen:

In this screen, you create the column master key, which is used to encrypt the column encryption
keys. You can supply your own key, if you're using T-SQL to encrypt the columns. This key must be
stored in a key store such as the Windows Certificate Store, Azure Key Vault, or a hardware security
module. The database engine never stores the column master key, and only contains the metadata
about where it's stored. Not storing the master key protects data access from users who have full
access to the database.

For the highest level of security, the key should be stored within a third-party key store such as Azure
Key Vault. Never generate the keys on the server hosting your database, as the key could potentially
be extracted from memory on that server.

In the example, the key is being stored in Azure Key Vault. On the next screen, the wizard will provide
you with the option to either finish the encryption process now, or to generate a PowerShell script.
Once you complete the process, the data appears as encrypted to anyone querying the data without
the key.
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In order to decrypt data from an Always Encrypted column, your application needs an Always
Encrypted driver to connect to the database, followed by the following actions:

1. The application has access to the key store where the Always Encrypted keys are stored
2. The application then retrieves the data
3. Data that is written back to the database is encrypted at the client through the driver

In addition to the driver, the application’s connection string needs to have the setting Column
Encryption Setting=enabled provided. This setting causes a metadata lookup to be made for each
column that is used by the application.

Note

To minimize metadata lookups, the application needs to update the
SqlCommandColumnEncryptionSetting on the SqlConnection objects within the .NET application.
These settings must be set for each database query that the application submits.

Secure enclaves

Always Encrypted supports a feature called secure enclaves, which allows more robust querying of
encrypted data.

A secure enclave is a secured region of memory within the SQL Server process that acts as a trusted
execution environment for processing encrypted data. This enclave appears as a black box to SQL
Server, and it isn't possible to view any data or code, even with a debugger.

The image shows the architecture of this process:
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Always Encrypted with secure enclaves also addresses some of the limitations of Randomized
encryption, which enables pattern matching, comparison operations, and indexing on columns using
this encryption type.

5. Enable encrypted connections

https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/5-enable-encrypted-connections

Enable encrypted connections

Completed

It's possible to encrypt data that is transmitted across a network between an instance of SQL Server
and a client application with Transport Layer Security (TLS). The TLS encryption is performed within
the protocol layer and is available to all supported SQL Server and Azure SQL database services.

Certificates

You must run SQL Server Configuration Manager with a local administrator account in order to install
certificates for use by SQL Server.

Furthermore, the certificate must satisfy the following conditions:

The certificate must be located in the local computer certificate store or the current user
certificate store.

The SQL Server service account must have permission to access the certificate.

The certificate must be within a valid period.

Note
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If the correct access isn't provided, restarting SQL Server service fails.

For a complete list of requirements when installing a TLS certificate, see Enable encrypted
connections to the Database Engine.

Configure SQL Server instance

You can configure a SQL Server instance to use encrypted connections by following these steps:

1. On the SQL Server Configuration Manager, expand SQL Server Network Configuration,
right-click Protocols for <server instance>, and then select Properties.

2. From the Protocols for <server instance> Properties dialog box, select the Certificate tab,
then select the certificate from the Certificate drop-down.
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3. On the Flags tab, in the ForceEncryption property, select Yes, and then select OK.
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4. Restart the SQL Server service.

Once the necessary configuration is in place, you can test the connection through SQL Server
Management Studio:

1. In the Connect to Server dialog box, complete the connection information, and then select
Options.

2. On the Connection Properties tab, select Encrypt connection, and then Connect.
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All steps must have been executed correctly for you to be able to authenticate through SQL Server
Management Studio using TLS.

6. Describe SQL injection

https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/6-describe-sql-injection

Describe SQL injection

Completed

SQL injection is a common method used for data breaches. The attack involves appending an SQL
command to a form field in a web or application front end, usually through a website, with the intent
of breaking the original SQL script and executing the injected SQL script. This often occurs when
dynamically generated SQL is used within the client application. The primary cause of SQL injection
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attacks is poor coding practices in both the client application and database stored procedures. While
many developers adopt better practices, SQL injection remains a significant problem due to the
prevalence of legacy applications and newer applications built by developers who didn't prioritize
SQL injection prevention.

As an example, assume that a front-end web application creates a dynamic SQL statement as follows:

SELECT * FROM Orders WHERE OrderId=25

This T-SQL is created when the user goes to the sales order history portion of the company’s website
and enters 25 into the form field for the order ID number. However, suppose the user enters more
than just an ID number, for example “25; DELETE FROM Orders;”

In that case, the query sent to your database would be as follows:

SELECT * FROM Orders WHERE OrderID=25; DELETE FROM Orders;

The way the query in the above example works is that the SQL database is told via the semicolon “;”
that the statement has ended and that there's another statement that should be run. The database
then processes the next statement as instructed, which would result in the deletion of all rows from
the Orders table.

The initial SELECT  query is run as normal without any errors being generated. However, when you
look at the Orders table, you don't see any rows. The second query in the batch, which deletes all the
rows, was also executed.

One technique used to prevent SQL injection attacks is to inspect the text of the parameters, or
values entered into the form fields, looking for various keywords. However, this solution only
provides minimum protection as there are many, many ways to force these attacks to work. Some of
these injection techniques include passing in binary data, having the database engine convert the
binary data back to a text string, and then executing the string.

You can run the following T-SQL code to see an example of this scenario.

DECLARE @v VARCHAR(255)

SELECT @v = cast(0x73705F68656C706462 AS VARCHAR(255))

EXEC (@v)

When accepting data from a user, whether a customer or an employee, it's crucial to validate that the
input matches the expected data type to prevent SQL injection attacks. If a number is expected, the
client application should verify that the input is indeed a number. If a text string is expected, ensure it
is of the correct length and doesn't contain any binary data. The client application should validate all
user input. Validation can be done by either informing the user of the issue and allowing them to
correct it, or by gracefully handling the error to ensure no commands are sent to the database or file
system.
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While fixing your application code should always be the priority, there may be cases where it's not
possible. In such cases, Advanced Threat Protection can offer an extra layer of security for your
sensitive data.

7. Understand Azure Key Vault

https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/7-understand-azure-key-vault

Understand Azure Key Vault

Completed

Azure Key Vault is a tool used for storing and accessing secrets. Whether they be passwords,
certificates or keys, Key Vault acts as a secure area for those secrets to be accessed in a secure
fashion, typically programmatically. Key Vault data has its own RBAC policies, separate from the
Azure subscription. This means someone who is in the role of subscription admin won't have access
to the Key Vault unless explicitly granted.

SQL Server, either within an Azure Virtual Machine or on-premises, supports using Azure Key Vault to
store certificates for features such as Transparent Data Encryption, Backup Encryption, or Always
Encrypted. While this configuration is complex in an on-premises environment, it's easily managed
when using SQL Server on Azure Virtual Machine, as shown in the following image.
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In order to configure the Azure Key Vault integration, you need to set the Key Vault URL, the Principal
name, the Principal secret, and the name of the credential. This task can be done at the virtual
machine creation or to an existing VM.

Configuring SQL Server to connect to Azure Key Vault first requires creating a normal SQL Server
login within the instance. Next a Credential needs to be created and mapped to the login. For the
identity of the credential, the name of the key vault should be used. For the secret of the credential,
use the application ID from Azure Key Vault.

Once the credential is created, an asymmetric key can be created within the Azure Key Vault. An
asymmetric key can then be created within the SQL Server database. The key in database can be
mapped to the Azure Key Vault asymmetric key using the CREATE ASYMMETRIC KEY  command with
the FROM PROVIDER  syntax. Once an asymmetric key is created within the database, that key can be
used for TDE, or Backup Encryption or Always Encrypted.

8. Exercise: Configure a server-based firewall rule using the
Azure portal
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https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/8-exercise-configure-azure-sql-dat
abase-firewall

Exercise: Configure a server-based firewall
rule using the Azure portal

Completed

In this exercise, you’ll learn how to configure a server-based firewall rule using the Azure portal.

Note

To complete this exercise, you'll need an Azure subscription.

Launch the exercise and follow the instructions.

9. Module assessment

https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/9-knowledge-check

Module assessment

Completed

10. Summary

https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/10-summary

Summary

41 / 88

https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/8-exercise-configure-azure-sql-database-firewall
https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/8-exercise-configure-azure-sql-database-firewall
https://azure.microsoft.com/pricing/purchase-options/azure-account?cid=msft_learn
https://microsoftlearning.github.io/dp-300-database-administrator/Instructions/Labs/04-configure-firewall-rule.html?azure-portal=true
https://microsoftlearning.github.io/dp-300-database-administrator/Instructions/Labs/04-configure-firewall-rule.html?azure-portal=true
https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/9-knowledge-check
https://learn.microsoft.com/en-us/training/modules/protect-data-transit-rest/10-summary


Completed

This module explored the encryption options available within Microsoft SQL Server and Azure SQL.
Each of the various platforms supports different database encryption options. You also explored
these data encryption options and how to configure them.

Now that you've reviewed this module, you should be able to:

Understand the difference between server and database firewall rules in Azure SQL Database
Understand how Always Encrypted is used to protect data in transit
Understand the role of Azure Key Vault in Transparent Data Encryption
Explain how to enable encrypted connections
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Implement compliance controls for sensitive
data

1. Introduction

https://learn.microsoft.com/en-us/training/modules/implement-compliance-controls-sensitive-data/1-introductio
n

Introduction

Completed

This module explores the practices of setting compliance controls on the data that is stored within
Azure SQL. We'll also review important security capabilities available to maintain compliance and
improve visibility into any security risks.

Learning objectives

After taking this module, you'll understand:

How data should be classified
Why server and database audit are important
How to implement row level security and dynamic data masking
Understand the usage of Microsoft Defender for SQL
How Ledger works
Explore Azure Purview supported capabilities

2. Explore data classification
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https://learn.microsoft.com/en-us/training/modules/implement-compliance-controls-sensitive-data/2-explore-da
ta-classification

Explore data classification

Completed

Confidential data stored within Microsoft SQL Server, Azure SQL Database, or Azure SQL Managed
Instance should be classified within the database. This classification helps users and applications
understand the sensitivity of the stored data.

Data classification is performed on a column-by-column basis. A single table can have columns
classified as public, confidential, or highly confidential.

Initially, data classification was introduced in SQL Server Management Studio, using extended
properties of objects to store classification information. Starting with SQL Server 2019, this metadata
is stored in a catalog view called sys.sensitivity_classifications . This feature is also
supported by Azure SQL Database and Azure SQL Managed Instance.

The Azure portal provides a management pane for data classification of your Azure SQL Database.
You can access this feature by selecting Data Discovery & Classification in the Security section of
the main blade for your Azure SQL Database.

In both the Azure portal and SQL Server Management Studio, you can configure data classification.
The classification engine scans your database to identify columns with names suggesting they might
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contain sensitive information. For instance, a column named email would be automatically flagged as
containing sensitive personal information.

In the example, there are five columns recommended for classification. The Information Type and
Sensitivity label properties seem consistent with the column name and overall purpose. However,
since the recommendations are based on the column name, a column named column1 that contains
email addresses wouldn't be recommended as sensitive personal information.

Columns can also be classified using the sensitivity wizard in SQL Server Management Studio, or by
using the ADD SENSITIVITY CLASSFICATION  T-SQL command as follows.

ADD SENSITIVITY CLASSIFICATION TO

    [Application].[People].[EmailAddress]

WITH (LABEL='PII', INFORMATION_TYPE='Email')

GO

Classification of data allows you to easily identify the sensitivity of data within the database. Knowing
what columns contain sensitive data allows for easier audits and allows you to more easily identify
which columns are good choices for data encryption. Classification allows other employees within the
company to make better decisions on how to handle the data which is available within the database.

Customize classification taxonomy

Data Discovery & Classification is part of Microsoft Defender for Cloud. You can customize the
taxonomy of sensitivity labels and define a set of classification rules specifically for your environment.

You can create and manage sensitivity labels as part of policy management by selecting Data
Discovery and Classification of the main blade for your Azure SQL Database, and then Configure.
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On the Information Protection page you can define labels, rank them, and link them with a set of
information types.

Once you define the patterns, they're added automatically to the discovery logic for identifying this
type of data in your databases, and are immediately available.

Note

Only users with administrative rights on the organization's root management group can create
and manage sensitivity labels.

3. Explore server and database audit
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https://learn.microsoft.com/en-us/training/modules/implement-compliance-controls-sensitive-data/3-explore-se
rver-and-database-audit

Explore server and database audit

Completed

Azure SQL auditing tracks database events and writes them to an audit log in your Azure Storage
account, Log Analytics workspace, or Event Hubs. It helps maintain regulatory compliance, analyze
activity patterns, and identify deviations that may indicate security violations.

You can define server-level and database-level policies. Server policies automatically cover new and
existing databases in Azure.

If server auditing is enabled, the database is audited, regardless of the database auditing
settings.
In addition to enabling auditing on the server, you can also enable it on the database. This
allows both audits to exist simultaneously; the server policy and the database policy.

It's best not to enable both server auditing and database auditing together, unless:

A different storage account, retention period, or Log Analytics Workspace is used for a specific
database.
An audit is needed for a specific database that differs from the rest on the server, such as
different event types or categories.

For all other cases, it's recommended to enable only server-level auditing and leave the database-
level auditing disabled for all databases.

The default auditing policy for SQL Database includes the following set of action groups:

Action group Definition

BATCH_COMPLETED_GROUP Audits all the queries and stored procedures
executed against the database.

SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP This indicates that a principal succeed to log into
the database.

FAILED_DATABASE_AUTHENTICATION_GROUP This indicates that a principal failed to log into the
database.

To enable auditing for all databases on an Azure SQL server, select Auditing in the Security section
of the main blade for your server. The Auditing page allows you to set the audit log destination.
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The auditing services for SQL Database and SQL Managed Instance are optimized for availability and
performance. SQL Database and SQL Managed Instance may not record some audited events when
there's a high rate of activity or high network load.

Note

Auditing on Read-Only replicas is automatically enabled.

Audit sensitive labels
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When combined with data classification, you can also monitor access to sensitive data. Azure SQL
Auditing was enhanced to include a new field in the audit log called
data_sensitivity_information .

By logging the sensitivity labels of the data returned by a query, this field provides an easier way to
track access to classified columns.

Auditing consists of tracking and recording events that occur in the database engine. Azure SQL
auditing simplifies the configuration steps required to enable it, making it easier to track database
activities for SQL Database and SQL Managed Instance.

4. Implement Dynamic Data Masking

https://learn.microsoft.com/en-us/training/modules/implement-compliance-controls-sensitive-data/4-implement
-dynamic-data-masking

Implement Dynamic Data Masking

Completed

Dynamic Data Masking works by obfuscating data in order to limit its exposure. Users who don't
need to see sensitive data can view the column that contains the data, but not the actual data itself.
Dynamic Data Masking works at the presentation layer, and that unmasked data is always visible by
high privileged users.

Dynamic Data Masking has the advantage that it doesn't require many modifications to the
application or database. You can configure it through the Azure portal, or using T-SQL as follows.
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In the example, both the PhoneNumber and EmailAddress columns are hidden from DDMDemo user
who only has SELECT  permission on the table. The user is allowed to see the last four digits of the
phone number as it's masked using a partial function that replaces all but the last four digits in the
column. This masking is considered to be a custom function. In addition to T-SQL, if you're using
Azure SQL Database, you can create dynamic masking rules in the Azure portal:
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You can reach the screen to add a masking rule by navigating to your database in the Azure portal
and selecting Dynamic Data Masking in the Security section of the main blade for your database.

Dynamic Data Masking supports the following masking patterns that can be used:

Masking
function

Definition T-SQL example

Default Masks the data in the column without exposing
any part of the values to the user. The user would
see XXXX for string values, 0 for numbers, and
01.01.1900 for date values.

ALTER TABLE [Customer] ALTER

COLUMN Address ADD MASKED WITH

(FUNCTION = 'default()')

Credit
card

Masks all but the final four characters, allowing
users to view the final four digits. This masking
can be useful for customer service agents who
need to view the last four digits of a credit card
number but who don't need to see the entire

ALTER TABLE [Customer] ALTER

COLUMN Address ADD MASKED WITH

(FUNCTION = 'partial(0,"XXXX-

XXXX-XXXX-",4)')
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Masking
function

Definition T-SQL example

number. The data is shown in the usual format of
a credit card number XXXX-XXXX-XXXX-1234.

Email Only the first letter and the trailing domain suffix
aren't masked; for example,
“aXXX@XXXXXXX.com”

ALTER TABLE [Customer] ALTER

COLUMN Email ADD MASKED WITH

(FUNCTION = 'email()')

Number This masking format should be used on numeric
columns. It shows a random number as the
masked value instead of the actual value. With
each query, a different number is displayed.

ALTER TABLE [Customer] ALTER

COLUMN [Month] ADD MASKED WITH

(FUNCTION = 'random(1, 12)')

Custom
string

This option allows text to be masked with any
value, and to display a custom number of
characters at either end of the masked value. If
the length of the value being masked is equal to
or less than the number of characters which the
mask specifies are to be displayed, then only the
masked characters are displayed.

ALTER TABLE [Customer] ALTER

COLUMN [PhoneNumber] ADD MASKED

WITH (FUNCTION =

'partial(1,"XXXXXXX",0)')

To enable users to retrieve unmasked data from the columns for which masking is defined, you need
to explicitly grant UNMASK  permission.

Note

It's possible to identify masked data using inference based on the results. If you're using data
masking, you should also limit the ability of the user to run unplanned queries.

For that reason, it's highly recommended to use dynamic data masking with other security
features, such as auditing, encryption, row level security in order to better protect sensitive data.

Use case

Data masking is a simple and lightweight feature, and it's ideal for many scenarios, including:

Mask data from application users who have no direct access to the database.

Restricting private information for a group of users.

Provide masked data to external vendors, where you need to protect sensitive information
while still preserving the relationships among items in the data.

Export a copy of your production database to a lower environment for development purposes
with a user who doesn’t have UNMASK  permission. The export of the data will be in a masked
format.
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Import and export data

Copying data from a masked column to another table using SELECT INTO  or INSERT INTO  results
in masked data in the target table.

When a user without UNMASK  privilege runs SQL Server Import and Export, the exported data file
contains masked data, and the imported database will contain inactively masked data.

To learn more about how Dynamic Data Masking works, see Dynamic Data Masking.

5. Implement Row Level security

https://learn.microsoft.com/en-us/training/modules/implement-compliance-controls-sensitive-data/5-implement
-row-level-security

Implement Row Level security

Completed

Row-level security (RLS) doesn't use encryption and operates at the database level to restrict access
to a table by using a security policy based on group membership or authorization context. This
functionally is equivalent to a WHERE  clause.

The security policy invokes an inline table-valued function to protect access to the rows in a table.

Depending on the attribute of a user, the predicate determines if that user has access to the relevant
information. When you run a query against a table, the security policy applies the predicate function.
Depending on the business requirements, RLS can be as simple as WHERE CustomerId = 29  or as
complex as required.

There are two types of security policies supported by row-level security:

Filter predicates - restrict data access that violates the predicate.

Access Definition

SELECT Can't view rows that are filtered.

UPDATE Can't update rows that are filtered.

DELETE Can't delete rows that are filtered.

INSERT Not applicable.

Block predicates - restrict data changes that violate the predicate.
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Access Definition

AFTER INSERT Prevents users from inserting rows with values that violate the predicate.

AFTER UPDATE Prevents users from updating rows to values that violate the predicate.

BEFORE UPDATE Prevents users from updating rows that currently violate the predicate.

BEFORE DELETE Blocks delete operations if the row violates the predicate.

Because access control is configured and applied at the database level, application changes are
minimal - if any. Also, users can directly have access to the tables and can query their own data.

Row-level security is implemented in three main steps:

1. Create the users or groups you want to isolate access.
2. Create the inline table-valued function that filters the results based on the predicate defined.
3. Create a security policy for the table, assigning the function created previously.

The following T-SQL commands demonstrate how to use RLS in a scenario where user access is
segregated by tenant:

-- Create supporting objects for this example

CREATE TABLE [Sales] (SalesID INT, 

    ProductID INT, 

    TenantName NVARCHAR(10), 

    OrderQtd INT, 

    UnitPrice MONEY)

GO

INSERT INTO [Sales]  VALUES (1, 3, 'Tenant1', 5, 10.00);

INSERT INTO [Sales]  VALUES (2, 4, 'Tenant1', 2, 57.00);

INSERT INTO [Sales]  VALUES (3, 7, 'Tenant1', 4, 23.00);

INSERT INTO [Sales]  VALUES (4, 2, 'Tenant2', 2, 91.00);

INSERT INTO [Sales]  VALUES (5, 9, 'Tenant3', 5, 80.00);

INSERT INTO [Sales]  VALUES (6, 1, 'Tenant3', 5, 35.00);

INSERT INTO [Sales]  VALUES (7, 3, 'Tenant4', 8, 11.00);

-- View all the rows in the table  

SELECT * FROM Sales;

Next, create the users and grant them access to the Sales table. In this example, each user is
responsible for a specific tenant. The TenantAdmin user has access to see data from all tenants.

CREATE USER [TenantAdmin] WITH PASSWORD = '<strong password>'

GO

CREATE USER [Tenant1] WITH PASSWORD = '<strong password>'

GO

CREATE USER [Tenant2] WITH PASSWORD = '<strong password>'

GO

CREATE USER [Tenant3] WITH PASSWORD = '<strong password>'

GO
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CREATE USER [Tenant4] WITH PASSWORD = '<strong password>'

GO

GRANT SELECT ON [Sales] TO [TenantAdmin]

GO

GRANT SELECT ON [Sales] TO [Tenant1]

GO

GRANT SELECT ON [Sales] TO [Tenant2]

GO

GRANT SELECT ON [Sales] TO [Tenant3]

GO

GRANT SELECT ON [Sales] TO [Tenant4]

GO

Next, we create a new schema, an inline table-valued function, and grant user access to the new
function. The WHERE @TenantName = USER_NAME() OR USER_NAME() = 'TenantAdmin'  predicate
evaluates if the user name executing the query matches the TenantName column values.

CREATE SCHEMA sec;  

GO  

--Create the filter predicate

CREATE FUNCTION sec.tvf_SecurityPredicatebyTenant(@TenantName AS NVARCHAR(10))  

    RETURNS TABLE  

WITH SCHEMABINDING  

AS  

    RETURN SELECT 1 AS result

WHERE @TenantName = USER_NAME() OR USER_NAME() = 'TenantAdmin

GO

--Grant users access to inline table-valued function

GRANT SELECT ON sec.tvf_SecurityPredicatebyTenant TO [TenantAdmin]

GO

GRANT SELECT ON sec.tvf_SecurityPredicatebyTenant TO [Tenant1]

GO

GRANT SELECT ON sec.tvf_SecurityPredicatebyTenant TO [Tenant2]

GO

GRANT SELECT ON sec.tvf_SecurityPredicatebyTenant TO [Tenant3]

GO

GRANT SELECT ON sec.tvf_SecurityPredicatebyTenant TO [Tenant4]

GO

--Create security policy and add the filter predicate

CREATE SECURITY POLICY sec.SalesPolicy  

ADD FILTER PREDICATE sec.tvf_SecurityPredicatebyTenant(TenantName) ON [dbo].[Sales]

WITH (STATE = ON);  

GO

At this point, we're ready to test the access:
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EXECUTE AS USER = 'TenantAdmin';  

SELECT * FROM dbo.Sales;

REVERT;  

EXECUTE AS USER = 'Tenant1';  

SELECT * FROM dbo.Sales;

REVERT;  

EXECUTE AS USER = 'Tenant2';  

SELECT * FROM dbo.Sales;

REVERT;

EXECUTE AS USER = 'Tenant3';  

SELECT * FROM dbo.Sales;

REVERT;

EXECUTE AS USER = 'Tenant4';  

SELECT * FROM dbo.Sales;

REVERT;

The TenantAdmin user should see all the rows. The Tenant1, Tenant2, Tenant3, and Tenant4 users
should only see their own rows.

If you alter the security policy with WITH (STATE = OFF); , you notice that users see all the rows.
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Note

There's a risk of information leakage if an attacker writes a query with a specially crafted WHERE
clause and, for example, a divide-by-zero error, to force an exception if the WHERE  condition is
true. This is known as a side-channel attack. It's wise to limit the ability of users to run unplanned
queries when using row-level security.

Use case

Row-level security is ideal for many scenarios, including:

When you need to isolate departmental access at the row level.
When you need to restrict customers' data access to only the data relevant to their company.
When you need to restrict access for compliance purposes.
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Best practices

Here are a few best practices to consider when implementing RLS:

Create a separate schema for predicate functions, and security policies.
Avoid type conversions in predicate functions.
Avoid using excessive table joins and recursion in predicate functions.

6. Understand Microsoft Defender for SQL

https://learn.microsoft.com/en-us/training/modules/implement-compliance-controls-sensitive-data/6-understan
d-microsoft-defender-for-sql

Understand Microsoft Defender for SQL

Completed

Microsoft Defender for SQL offers a suite of protections for Azure SQL Database and Azure SQL
Managed Instance as part of the advanced SQL security features, including SQL vulnerability
assessment and Advanced Threat Protection.

SQL vulnerability assessment

SQL vulnerability assessment is a service that uses a knowledge base of security rules to flag items
that don't comply when they're scanned. It checks your database for security best practices, and
providing visibility into your security state, such as misconfigurations, excessive permissions, and
exposure of sensitive data.

To see recommendations for SQL Database and SQL Managed Instance, you must enable Microsoft
Defender for SQL at the subscription level (recommended). You also need to provide a storage
account. Alternatively, you can choose to receive emails with a summary of the scan results.

The vulnerability assessment feature can detect potential risks in your environment, and help you
enhance database security. It also provides insight into your security state and actionable steps to
resolve security alerts.

To learn more about SQL vulnerability assessment, see SQL vulnerability assessment helps you
identify database vulnerabilities.

Advanced Threat Protection
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Advanced Threat Protection monitors the database connections and the queries that are executed in
order to detect potentially harmful activities. You can manage and access Advanced Threat Protection
via the central Microsoft Defender for SQL portal.

The following threats are supported by Advanced Threat Protection:

Alerts Definition

Vulnerability to SQL
injection

This alert looks for T-SQL code coming into your database that may be
vulnerable to SQL injection attacks. An example would be a stored procedure
call that didn't sanitize user inputs.

Potential SQL injection This alert is triggered when an attacker is actively attempting to execute a SQL
injection attack.

Access from unusual
location

This alert is triggered when a user logs in from an unusual geographic
location.

Access from unusual
Azure data center

This alert is looking for attacks from an Azure data center that isn't normally
accessed.

Access from unfamiliar
principal

This alert is raised when a user or applications log on to a database that they
haven't previously accessed.

Access from a potentially
harmful application

This alert detects common tools that are used to attack databases.

Brute force SQL
credentials

This alert is triggered when there a high number of log in failures with
different credentials.

To get maximum benefit out of it, you want to enable auditing on your databases. Although it isn't
required, enabling auditing allows for deeper investigation into the source of the problem if
Advanced Threat Protection detects an anomaly.

The following audit action groups are recommended:

BATCH_COMPLETED_GROUP
SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP
FAILED_DATABASE_AUTHENTICATION_GROUP

How to enable Microsoft Defender for SQL

You must belong to either the SQL security manager role, or one of the database or server admin
role to manage Microsoft Defender for SQL settings.

Enable Microsoft Defender for SQL for SQL Database or SQL Managed Instance from the server main
blade by selecting Microsoft Defender for Cloud, and then the (Configure) link.
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On the Server settings page, make sure the MICROSOFT DEFENDER FOR SQL property is set to
ON.

Once Microsoft Defender for SQL is enabled, you can view recommendations by selecting Microsoft
Defender for Cloud on the server blade.
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Microsoft Defender for SQL provides advanced built-in features to identify and handle threats to the
database without the need to be a security expert.

7. Explore Ledger

https://learn.microsoft.com/en-us/training/modules/implement-compliance-controls-sensitive-data/7-explore-az
ure-sql-database-ledger

Explore Ledger

Completed

Ledger provides tamper-evidence capabilities in your database. You can cryptographically attest to
other parties, such as auditors or other business parties, that your data hasn't been tampered with.

How it works

Cryptography and blockchain have begun to appear in far reaching areas of technology with varying
degrees of success. One place where it has proved useful and beneficial is in being used as the
technology behind the Ledger. Ledger provides tamper-evidence capabilities in your database. Using
this feature, you can provide concrete proof to auditors, business partners or any interested parties
what data has been changed or tampered with.

A traditional ledger is defined as a collection of accounts of a particular type and that's exactly what
the Azure SQL Database Ledger feature provides in your environment. It provides transparent
protection of your data from bad actors including but not limited to attackers or even database or
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cloud administrators. It provides guarantees of cryptographic data integrity while maintaining the
power, flexibility, and performance of Azure SQL Database.

Each transaction that the database receives is cryptographically hashed (SHA-256). The function
cryptographically links all transactions together, like a blockchain.

Components

Ledger function currently exists for tables in two forms: The Updatable Ledger Tables and the
Append-only Ledger Tables.

Updatable ledger tables

Updatable ledger table can be used for applications that issue updates and deletes and inserts. It
works well for system of record applications and transactional systems where matter of fact record
keeping and auditing is required and happen. The updatable ledger tables track history of changes
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to any rows and uses the built-in system versioning to create a history table that stores the previous
version of the row for full history is kept for any updates or deletes.

Append-only ledger tables

Append-only ledger tables work well with insert only applications such as an accounting system,
which still needs auditing or security information and event management (SIEM) applications. The
append-only ledger table blocks all updates and deletes at the API level so not only does it provide
certainty, it aides in management.

Benefits

Ledger provides multiple benefits:

Ease Audits – Audits are frequently enacted to ensure that proper security controls are in place to
reduce potential attacks, backup and restore practices are as required, and thorough disaster
recovery procedures are in place. Ledger provides documented proof that your data hasn't been
altered in an auditing process.

Increased trust – Ledger also can help establish trust between multiple-party business processes
without the complexity and performance implications that network consensus can introduce.

Data integrity – Querying the data on a blockchain network without sacrificing performance can be
a serious challenge. Ledger provides data integrity for off-chain storage of blockchain networks,
which helps ensure complete data trust through the entire system.

Enable ledger on a SQL database

You can enable the ledger capability only during the database creation process. Once the database is
created, you cannot modify it.

1. During the dababase creation, select Ledger under the Security tab of the Create SQL
Database page in Azure portal.

2. Select the Configure ledger link. On the Configure ledger page, select the Enable for all
future tables in this database checkbox. Provide the information to create a new storage for
your database digests. Select Apply.
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Note

This setting ensures that all future tables in the database will be ledger tables. For this reason, all
data in the database will show any evidence of tampering. By default, new tables will be created
as updatable ledger tables, even if you don't specify LEDGER = ON  in the CREATE TABLE
statement.

You can also leave this option unselected. You're then required to enable ledger functionality on
a per-table basis when you create new tables by using Transact-SQL.

8. Implement Microsoft Purview
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https://learn.microsoft.com/en-us/training/modules/implement-compliance-controls-sensitive-data/8-implement
-azure-purview

Implement Microsoft Purview

Completed

Microsoft Purview is a unified data governance service that helps you manage and govern your on-
premises, multicloud, and software-as-a-service (SaaS) data. Create a holistic, up-to-date map of your
data landscape with automated data discovery, sensitive data classification, and end-to-end data
lineage. Enable data curators to manage and secure your data estate. Empower data consumers to
find valuable, trustworthy data.

How it works

Microsoft Purview automates data discovery by providing data scanning and classification as a
service for assets across your data estate. Metadata and descriptions of discovered data assets are
integrated into a holistic map of your data estate. Atop this map, there are purpose-built apps that
create environments for data discovery, access management, and insights about your data landscape.

Supported capabilities

Understanding the location and movement of sensitive data across the entire data domain is one of
the main features of Microsoft Purview for Azure SQL Database.

Create a unified map of data across the entire data domain
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Microsoft Purview helps you lay the foundation for effective data management, including the
following capabilities:

Automate and manage hybrid resource metadata.
Classify data using integrated and custom classifications and information protection sensitivity
labels.
Ensure consistent labeling of sensitive data across SQL Server, Azure, Microsoft 365, and Power
BI.
Easily integrate all your data systems using Apache Atlas APIs.

Make data easy to find

Make data easy to find using familiar business and technical search terms, including the following
capabilities:

Ensure optimal business value for your data users' data with Microsoft Purview Data Catalog.
Eliminate the need for data dictionaries in Excel with a business-level business dictionary.
Gain insight into the origin of your data with interactive visualization of data origin.
Provide data scientists, engineers, and analysts with the data they need for BI, analytics, AI, and
machine learning.
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Get an overview of sensitive data

Microsoft Purview provides a comprehensive view of your data management operations with Data
Insights (in preview), including the following capabilities:

View your entire data domain and its distribution by asset dimension, such as source type,
classification, and file size.
Receive status updates on the number of scans that passed, failed, or canceled.
Get key insights to add or redistribute glossary terms for better search results.
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Requirements

Before you get started with Microsoft Purview, ensure the following requirements are met:

Access to Microsoft Azure with a development or production subscription.
Ability to create Azure resources including Microsoft Purview.
Access to data sources such as Azure Data Lake Storage or Azure SQL in test, development, or
production environments.

For Data Lake Storage, the required role to scan is Reader.
For Azure SQL, the identity must be able to query tables for sampling of classifications.

Access to Microsoft Defender for Cloud or ability to collaborate with Defender for Cloud
Admin for data labeling.
An active Microsoft Purview account.
You need to be a Data Source Administrator and Data Reader to register a source and
manage it in the Microsoft Purview governance portal.

Security considerations

Let's review some important security capabilities when scanning a SQL Database using Microsoft
Purview.

Firewall settings
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If your database server has a firewall enabled, you need to update the firewall to allow access in one
of two ways:

Allow Azure connections through the firewall – A straightforward option to route traffic
through Azure networking, without needing to manage virtual machines.

Install a self-hosted integration runtime – Install a self-hosted integration runtime on a
machine in your network and give it access through the firewall. If you have a private virtual
network set up within Azure, or have any other closed network set up, using a self-hosted
integration runtime on a machine within that network will allow you to fully manage traffic
flow and utilize your existing network.

Use a managed virtual network – You can use the Azure integration runtime in a closed
network by setting up a managed virtual network using your Microsoft Purview account to
connect to Azure SQL.

Authentication

To scan your data source, you need to configure an authentication method in the Azure SQL
Database. The following authentication options are supported when preparing for a scan:

System-assigned managed identity (recommended) – This is an identity associated directly
with your Microsoft Purview account that allows you to authenticate directly with other Azure
resources without needing to manage a go-between user or credential set. The system-
assigned managed identity is created when your Microsoft Purview resource is created, is
managed by Azure, and uses your Microsoft Purview account's name. The system-assigned
managed identity can't currently be used with a self-hosted integration runtime for Azure SQL.

User-assigned managed identity (preview) – Similar to system-assigned managed identity, a
user-assigned managed identity is a credential resource that allows Microsoft Purview to
authenticate against Microsoft Entra ID. The user-assigned managed by users in Azure, rather
than by Azure itself, which gives you more control over security. The user-assigned managed
identity can't currently be used with a self-hosted integration runtime for Azure SQL. For more
information, see our guide for user-assigned managed identities.

Service Principal – A service principal is an application that can be assigned permissions like
any other group or user, without being associated directly with a person. Their authentication
has an expiration date, and so can be useful for temporary projects.

SQL Authentication – Connect to the SQL database with a username and password.

Note

If you're using a self-hosted integration runtime to connect to your resource, system-assigned
and user-assigned managed identities won't work. You need to use service principal
authentication or SQL authentication.
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Register and scan SQL Database using Microsoft Purview

This section enables you to register the Azure SQL Database data source and set up a scan.

Register the data source

It's required to register the data source in Microsoft Purview before setting up a scan.

1. Open your Microsoft Purview account, and select Open Microsoft Purview Governance
Portal.

2. Select Data Map > Collections from the left pane to open collection management page.
Create the collection hierarchy using the Collections menu, and assign permissions to
individual subcollections, as required.
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3. Navigate to the appropriate collection under the Sources menu, and then select Register to
register a new SQL Database.

4. Select the Azure SQL Database data source, and then select Continue.
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5. Provide a name for the data source, select an Azure subscription, select the SQL Database
server name, and then select Apply.
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6. The Azure SQL Database appears under the selected collection.

Create a scan

To create and set up a scan, follow these steps:

1. Open your Microsoft Purview account and select the Open Microsoft Purview governance
portal.
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2. Select the Data map icon, then Sources to view the collection hierarchy.

3. Select the New Scan icon under the Azure SQL Database registered earlier.
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4. Provide a name for the scan, select Enter manually for Database selection method property,
enter the Database name, and select the Credential. Choose the appropriate collection for
the scan, and select Test connection to validate the connection. If the connection is
successful, select Continue.
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Scope and run the scan

To scope and run the scan, follow these steps:

1. You can scope your scan to specific database objects by choosing the appropriate items in the
list.
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2. Select a scan rule set. You can choose between the system default, existing custom rule sets, or
create a new rule set inline.

3. Select New scan rule set, and provide a new scan rule set name.
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4. You can then select the classification rules to be included in the scan rule, and then select
Create.
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5. The Select a scan rule set page will the scan rule set you've created.
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6. On the Set a scan trigger page, configure your scan trigger. Select Continue.
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7. Review your scan, and then select Save and run.
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Data lineage

Generally, data lineage represents the journey the data takes from its origin to where it moves across
the data estate over time. Among its many uses are troubleshooting, tracing the root cause in data
pipelines, and debugging.

Microsoft Purview Data Catalog connects with other data storage, processing, and analytics platforms
to collect lineage information. As a result, the Catalog contains a generic, scenario-specific lineage
experience.

Microsoft Purview supports data lineage from Azure SQL Database. At the time of setting up a scan,
you can enable lineage extraction toggle button to extract lineage information.

Prerequisites for setting up scan with Lineage extraction

82 / 88



1. Follow steps under authentication for a scan using Managed Identity section to authorize
Microsoft Purview scan your Azure SQL Database.

2. Sign in to Azure SQL Database with Microsoft Entra account and assign proper permission (for
example: db_owner) to Purview Managed identity. Use below example SQL syntax to create
user and grant permission by replacing purview-account with your account name.

CREATE user <purview-account> FROM EXTERNAL PROVIDER

GO

EXEC sp_addrolemember 'db_owner', <purview-account> 

GO

3. Run below command on your Azure SQL Database to create a master key.

CREATE MASTER KEY

GO

Create scan with lineage extraction toggle turned on

1. Enable lineage extraction toggle in the scan screen.
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2. Select your method of authentication by following steps in the scan section.

3. Once the scan is successfully set up from previous step, a new scan type called Lineage
extraction runs incremental scans every 6 hours to extract lineage from Azure SQL Database.
Lineage is extracted based on the actual stored procedure runs in the Azure SQL Database.
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Search Azure SQL Database assets and view runtime lineage

You can browse the data catalog or search the data catalog to view asset details for Azure SQL
Database following the steps below:

1. Go to asset -> lineage tab, you can see the asset lineage when applicable. Refer to the
supported capabilities section on the supported Azure SQL Database lineage scenarios. For
more information about lineage in general, see data lineage and lineage user guide

2. Go to stored procedure asset -> Properties -> Related assets to see the latest run details of
stored procedures
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3. Select the stored procedure hyperlink next to Runs to see Azure SQL Stored Procedure Run
Overview. Go to properties tab to see enhanced run time information from stored procedure.
For example: executedTime, rowcount, Client Connection, and so on
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9. Exercise: Enable Microsoft Defender for SQL and Data
Classification

https://learn.microsoft.com/en-us/training/modules/implement-compliance-controls-sensitive-data/9-exercise-e
nable-advanced-data-security-classification

Exercise: Enable Microsoft Defender for SQL
and Data Classification

Completed

In this exercise, you’ll learn how to enable Microsoft Defender for SQL and data classification.

Note

To complete this exercise, you'll need an Azure subscription.

Launch the exercise and follow the instructions.

10. Module assessment

https://learn.microsoft.com/en-us/training/modules/implement-compliance-controls-sensitive-data/10-knowledg
e-check

Module assessment

Completed

11. Summary
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https://learn.microsoft.com/en-us/training/modules/implement-compliance-controls-sensitive-data/11-summary

Summary

Completed

This module explored the practices of setting compliance controls on the data that is stored within
the SQL Server database. You also reviewed several security features available for Azure SQL,
including the Microsoft Defender for SQL.

Now that you've reviewed this module, you should be able to:

How data should be classified
Why server and database audit are important
How to implement row level security and dynamic data masking
Understand the usage of Microsoft Defender for SQL
How Ledger works
Explore Azure Purview supported capabilities
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